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Introduction

* Proprietary applications are among the most widely
software today

* Despite modern security tools and practices, vendors
still release software containing weaknesses
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Introduction

* Unlike their open-source counterparts, proprietary software cannot be
audited by independent third-parties

* So, how can end-users ensure that the proprietary software they are

executing is safe?
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Reverse Engineer the product

e Currently users are faced with two options:

Trust the vendor



Introduction

* We propose zkTAL, an approach that combines formal verification in the form
of type-checking, with cryptographic zero-knowledge proofs

+

Zero-knowledge Succinct Arguments Typed Assembly Language
of Knowledge (zkSNARK)




ZkSNARK

* zkSNARK = Zero-Knowledge + Succinct Non-Interactable Argument of Knowledge (SNARK)

* ASNARK s a triple of algorithms (Setup, Prover, Verifier), where the prover proves knowledge

of a witness w (types) such that a predicate ¢ (type-checking) holds for an instance x

(binary)
1% (rk x, w) (Vk x, )
Setup Prover Verifier
} } }
pk, vk 74 {T.1}
Prover and Verifier Key Proof Accepts or Rejects
Proof

Zero-Knowledge: The proof reveals nothing about the witness w, except that it exists



zkTAL an overview
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We wish to prove that the vendor built a valid
type-derivation for a given binary.

The vendor generates this proof and ships it with
the binary.

The user verifies this proof, and if it is accepted,
itis guaranteed that the binary type-checks



Typed Assembly Language

* Inspired by TALXx86, an implementation of a type system for x86 assembly, we decided to
adapt the type system presented for TAL-1, and use it as a basis for a future RISC-V type
system.

prod:

Toop:

done:

r3 := 0;
jump loop
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Heap = {prod : Code(I'); loop : Code(T); done: Code(T')}



Zero-Knowledge Encodings

* The Prover and Verifier must be compiled into arithmetic circuits,
these only take members of a prime field as input, and can only e e
perform addition and multiplication
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Proof of Concept and Future Work

e Sofar...

 Developed a proof-of-concept, where we implement TAL-0 in Rust, and implement the
zkTAL framework using Noir, a zkSNARK framework.

* Generated type-inference trees for very simple programs, and encoded and generated
zkSNARK proofs utilizing our framework, which we then verified

e Future

* Adapt the current type system for the RISC-V ISA, and expand it to better represent real
hardware, i.e., redesigning heap memory and pointer types

* Improve our encodings, to ensure compatibility and verification efficiency with a more
complex type system.
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